AUDIO-VIDEO FORENSICS




TYPES OF CASES

BRIBE CASES IN ACB TRAP

CCTV VIDEO IN
A DENTS/ATTACK/MURDER ETC.,




Depicts a single u
d) The pictures therein have been morphed/manipulated ¢
e) Various incidents have been joined to form a single

recording or not?



Real time editing
Post production editing

ole editing — laying one scene after
> editing is done.



the

horizontal wavering, colour & hue saturatic

J

discontinuities, jumps, breaks, abrupt increase/decrease
in audio, background sounds, sudden strange soundsg

variation in levels of illumination etc.,



Il. EXAMINATION UNDER WAVE FORM MONITOR

Waveform monitor is nothing but specialized

oscilloscope used to evaluate the active video signal
recorded iIn the video cassette. Waveform monitor
des voltage vs time dlsplay of the video signal
minance portion of the
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NTSC: National Television Systems Committee.

> wdard is followed by the north American
Jnada, Thaiwan etc.,



PAL: Phase Alteration by Line (European System).

Amplitude Modulation.




Vertical Resolution
525 horizontal lines per picture. (North America)

625 horizontal lines per picture. (Most of world)

Vertical Scan Rate
Scan at least 48 times per second to reduce flicker.
at 48 times per second difficult to achieve.
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Odd lines in Inactive lines in

Even lines in
1st vertical trace 1st vertical retrace 2nd vertical trace 2nd vertical retra
I I
625 - 1st Field = 312.5 Lines (25/sec) 625 - 2nd Field = 312.5 Lines (25/sec)
525 - 1st Field = 262.5 Lines (30/sec) 525 - 2nd Field = 262.5 Lines (30/sec)

625 - Frame = 625 Lines (25Hz) - PAL
525 - Frame = 525 Lines (30Hz) - NTSC
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ABRUPT CHANGES FOR IDENTI

POINTS.



PORTION O

PAL SIGNAL AND DISPLAYS THE V' (R-Y)
COMPONENT ON THE VERTICAL AXIS AND THE ‘U’ (B-Y) COLOUR
DIFFERENCE COMPONENT ON THE HORIZONTAL AXIS.
BY MEASURING CHROMINANCE INFORMATION AND MATCHING

BURST OF MULTIPLE SIGNAL, VECTORSCOPE FACILITATE

DETECTION OF EDIT POINTS.



VALUES ARE CAREFU S

FOR IDENTIFICATION OF EDIT POINTS



IS CAPTURED ON TO THE HARD D C

COMPUTER. FRAME BY FRAME STUDY OF THE DIGITAL
VIDEO FORMAT CAN THEN BE STUDIED BY USING
APPROPRIATE SOFTWARE SUCH AS AMPED FIVE

SOFTWARE TO OBSERVE FOR ANY EDIT POINTS.



THE VIDEO WITH RESPECT TO AUDIC
OBSERVED TO ASCERTAIN WHETHER THEY ARE PERFECTLY
MATCHING OR NOT.

AUDIO TO VIDEO DELAY THAT MAY BE OBSERVED CAN ALSO MAY

BE MEASURED; THEREBY ESTABLISHING EDITING.



| s )
editing) for its continuity fre
also yield edit points.



Ex’rensive simulated video recording (specimen
ideo) has ’ro be carried out if the original

=€ as video camera or
observe for
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FORENSIC MULTIMEDIA ANALYSIS

Mandet

home > products > mandet

B

We can no longer trust what we see

1 iy

The increasing availability of image and video manipulation tools has led

to a rise in false imagery and information. Mandet provides an easy to use

platform on which images and video files can be investigated. Traces of



Euumm | Home Products Applications Technology Company Service Q

FaceVACS Engine

enables clients to develop new face recognition and facial image analysis applications

Cognitec's products incorporate state-of-the-art technologies relevant to working with facial images, in

| | - N | o Technology made in Germany t
particular deep learning, computer vision, and pattern recognition technologies. Algorithmic
optimization since 1995 has resulted in superior independence from facial variances such as pose, : g s
P P P P Version 9.9 highlights +
mimic, age variance, different hair styles, glasses or temporary lighting changes.
How to purchase our technology t

Customers can license Cognitec's core technology, the FaceVACS® Engine, through customized

software development kits.



CCI1V VIDEO Footage
IN MURDER CASE






NHANCED SCREEN SHOT SHOWING



CCI1V VIDEO Footage
IN POCSO CASE




15 20191107_215619.jpg

B Filename
Path

Size
© Modified
© Accessed

Exposure Time
Focal Length
F-Number

+ Width

I Height

Camera Model

Format

& Rotation

Source File

Camera Manufacturer

@ Date of Generation

© Date of Digitization

20191107 215619.jpg
phone/raw3/DCIM/Camera/20191107_215619.jpg

4.68 MB
14-11-2019 16:19:44 (UTC+5:30)
07-11-2019 21:56:19 (UTC+5:30)
1/20s

3.701 mm

2.2

4160 px

3120 px

LG Electronics

LG-M700
jpeg
270°
07-11-2019 21:56:18 (UTC+5:30)

07-11-2019 21:56:18 (UTC+5:30)
phone/raw3/DCIM/Camera/20191107_215619.jpg

N




15 20191107_215622.jpg

B Filename 20191107 215622.jpg
Path phone/raw3/DCIM/Camera/20191107_215622.jpg

Size 497 MB
© Modified 14-11-2019 16:19:40 (UTC+5:30)
© Accessed 07-11-2019 21:56:22 (UTC+5:30)
Exposure Time 1/20s
Focal Length 3.701 mm
F-Number 2.2
+« Width 4160 px
I Height 3120 px
Camera Manufacturer LG Electronics
Camera Model LG-M700
Format jpeg
C' Rotation 270°
© Date of Generation 07-11-2019 21:56:22 (UTC+5:30)
© Date of Digitization 07-11-2019 21:56:22 (UTC+5:30)
Source File phone/raw3/DCIM/Camera/20191107_215622.jpg




17.20191107_215703.jpg

B Filename 20191107 215703.jpg
Path phone/raw3/DCIM/Camera/20191107_215703.jpg

Size 4.00 MB

Modified 14-11-2019 16:19:36 (UTC+5:30)
Accessed 07-11-2019 21:57:04 (UTC+5:30)
Exposure Time 1/14s

Focal Length 3.701 mm

F-Number 2.2

« Width 4160 px

I Height 3120 px
Camera Manufacturer LG Electronics
Camera Model LG-M700

Format jpeg
C' Rotation 270°
@ Date of Generation 07-11-2019 21:57:03 (UTC+5:30)
© Date of Digitization 07-11-2019 21:57:03 (UTC+5:30)
Source File phone/raw3/DCIM/Camera/20191107_215703.jpg







CCI1V VIDEO Footage
IN KIDNAP CASE







CCI1V VIDEO Footage
IN ATTACK CASE







PUBLISHING PORN VIDEO

cybercafe owner
girl) and publishing the porn video.
Two CPUs, one CD, one DVD and Web Camera were
referred to APFSL for examination.

All the items were analyzed using Forensic Software
and Hardware Tools.

It is opined that video chat (containing obscene video)
between a female and a male person was captur
with another computer by using “Rainbow 5 — Remote
PC client” software.
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1% rainbow-5 - Remote PC Chent 44,3
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‘\g NARESH RAJPUROHIT has started viewing your webcam.
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Enhancing a dark license plate:

To enhance a dark license plate in a video file using the Exposure filter, stabilizing it using the Local Stabilization filter,
reducing the noise with Frame Averaging and modifying a filter while showing the impact it has on the others.



file:///C:/Program Files (x86)/Amped FIVE/fivedata/docs/en/02.html
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VIDEO FOOTAGE
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M Amped Authenticate -
File Tools View Help SUPPORT EXPIRING!  UPDATES AVAILABLE!

Evidence Image: | ChUsershUser\Desktoptvideo class\Amped Authenticate\PHY 30 201%41.jpg Reference Image: |
X W 4 » M GO 2 Size 3264x4928, JPEG, O 98%, Camera: NIKON CORPORAT... N EXD K4 Mo B
Fitters Id  Mame Evidence Image Value Reference Image Value
X o | e :|| HEE o 1 | [EXIF] ImageWidth 3264
- Overview A 12 [EXIF] ImageHeight 4523
. Visual Inspection 3 |[EXIF] BitsPerSample CE-
... File Format 4 [EXTIF] FhotometricInterpretation REE
- File Analysis 5 [EXIF] Hake NIECH CORPORATICN
- JPEG Structure £ [EXIF] Model NIEON D5100
- Hex Viewer 7 [EXIF] Crientation Horizontal [normal)
- Hex Strings 8 |[EXIF] SamplesDerDizel 2
E 3 [EETIF] HResolution 300
- JPEG QT 1a [EETIF] ¥Resolution 300
- JPEG HT 11 | [EXIF] ResolutionUnit inches
- Sodial Me_dia Identification 1z | [EXIF] Software Zdobe Photoshop C55 Windows
E§|--Thumbna|.| 13 [EETIF] ModifyDate 2015:08:22 15:19:33
B Gilobal Analysis 14 |[EXIF] ¥ChCrPositioning Co-sited
- DCT Plot W
: 15 [EXIF] Exposurelime 1,125
Project 1€ | [EXIF] Flumber 14.0
L >( @ | 'xh E g ﬁ 17 [EXIF] ExposureProgram Manual
1a [EXIF] IS0 400
15 [EXTIF] SensitivityType Recommended Exposure Index
20 [EXIF] ExifVersion 0230
21 [EXTIF] DateTimeOriginal 2015:05:02 00:07:45
22 [EXIF] Createlate 2015:05:02 00:07:45
23 [EXTIF] ComponentsConfiguration ¥, Cb, Cr, -
24 [EXIF] CompressedBitsPerPixel 4
25 [EXIF] ShutterSpeedValue 15125
26 [EXIF] ApertureValue 14.0
27 [EXIF] ExposureCompensation +2
Select a bookmark to view and edit the description. 28 |[EXIF] HaxhpertureValus -8
25 [EXIF] SubjectDistance €3l m
30 [EXIF] HMeteringMode Multi-segment

L]




e
M Amped Authenticate -

File Tools View Help SUPPORT EXPIRING!  UPDATES AVAILABLE!

Evidence Image: | o Users\User\Desktop'wideo class\Amped Authenticate\PHY 30 201941,jpg Reference Image: |

EX@ K4 WM OZY BF

XA W 4 M @00 2 Size 326414928 JPEG, O 98%, Camera: NIKON CORPORAT... N

Fitters Id  Mame Evidence Image Value Reference lmage Value
-Ilj >< u | CDJ :| H ﬁ u Ta [IFTC] ApplicationRecordVersion a
=) Overview 71 | [IPTC] DateCreated 2015:05:02
- Visual Inspection 72 | [IPTC] TimeCreated 00:07:45+00:00
- File Format 73 | [Photoshop] IETCDigest 053£a3£77d535e5554d5bof 32167645
i File Analysis 74 | [Photoshop] HResolution 300
- JPEG 'ﬁ_‘md“re 75 [Fhotoshop] DisplayedUnitsE inches
-~ Hex Viewer 7€ | [Photoshop] YResolution 300
-- Hex Strings . . :
77 [Fhotoshop] DisplayedUnitsY inches
ﬂ aqr 78 [Fhotoshop] Print5tyle Centered
JPEG HT 7% [Fhotoshop] PrintPosition aa
. Sacial Media ldentification 20 [Fhotoshop] PrintScale 1
- Thumbnail 21 [Fhotoshop] zlobalingle 5&
E| Global AHEH],I'SiS 22 [Fhotoshop] zZlokalZltitude 20
: " DCT Plot o 23 [Ehotoshop] TRL List
24 [Fhotoshop] SlicesGroupllams oL
Project
» 25 | [Fhotoshop] HumSlices 1
v .x @ | 'I|j E H ﬁ -1 [Fhotoshop] PixellspectHatio 1
a7 [Fhotoshop] PhotoshopThumbnail {Binary data 7277 bytes, use -b option to extr
aa [Fhotoshop] HasRealMergedData Yes
259 [Fhotoshop] WriterName Ldobe Photoshop
] [Fhotoshop] Beaderlame bdobe Photoshop C55
51 [Fhotoshop] Fhotoshopluality 12
52 [Fhotoshop] FhotoshopFormat Progressive
93 [Fhotoshop] ProgressiveScans 2 Scans
G4 [¥MFP] ¥MPToolkit bdobe MMP Core 5.0-cO&0 €1.134777, 2010/02/12-
95 | [EMP] ModifyDate 2015:08:22 15:15:35+05:30
9 | [EMP] CreateDate 2015:05:02 00:07:45.10+405:30
Select a bookmark to view and edit the description. 97 | [¥MP] CreatorTool Edobe Photoshop CS55 Windows
38 [¥MP] MetadataDate 2015:08:22 15:19:35+05:30
..-.(..-. remrm T T 1A rre— mia r r -







ﬁ Amped Authenticate
File Toocls View Help

?‘ 5 Evidence Image: | ChUsershUser\Desktoptvideo class\Amped Authenticate\PHY 30 2019.2.pg

' EXD K4 IO 2

Size: 40283264, JPEG, Cp 985, Camera: NIKON CORPORAT... N

Reference Image: |

EXME KA Mmoo BF

N
Fitters Id  Name Evidence Image Value Reference Image Value
NXO| = HE O 1 | [EXIF] ImageWidth 4328
. Visual Inspection All2 [EXIF] ImageHeight 32c4
... File Format 3 [EXIF] BitsPerSample 8288
[=- File Analysis 4 [EXIF] PhotometricInterpretation RGE
- JPEG Structure 5 [EXIF] Hake NIECH CORFORRTICH
- Hex Viewer 6 [EXIF] Model NIECH D5100
- Hex Strings 7 [EXIF] Orientation Horizontal (normal)
m =] [EXIF] SamplesPerPixel 3
- JPEG QT s | [EXIF] ¥Resolution 3200
- JPEG HT 1a [EXTIF] ¥Resolution 300
- Social Media |dentification 11 | [E¥IF] ResolutionUnit inches
- Thum h"ai_l 12 |[EXIF] Softuare Zdobe Dhotoshop CSS Windows
& GE|CI-|:}E|F'|HE|]|I'SI5 13 [EETIF] ModifyDate 2015:08:22 15:19:27
" DCT Plot 14 |[EXIF] ¥ChCrDositioning Co-sited
[+ JPEG Ghosts Plot W
: 15 [EETIF] ExposureTime 175125
Project 1&¢ |[EXIF] Fumber 2.0
' >( @ | 'IFJ E Q @ 17 [EETIF] ExposureProgram Manual
1a [EETIF] I50 400
15 [EETIF] SensitivityType Recommended Exposure Index
za [EETIF] ExifVersion 0230
Z1 [EETIF] DateTimeOriginal 2015:05:01 23:07:20
22 [EXIF] Createlate 2015:-05:01 23:07:20
23 [EXTIF] ComponentsConfiguration ¥, Cb, Cr, -
24 [EXIF] CompressedBitsPerPixzel 4
25 [EXIF] ShutterSpeedValue 17125
26 [EXIF] ApertureValue 2.0
27 [EXIF] ExposureCompensation +2
Select a bookmark to view and edit the description. 28 |[EXIF] HaxhpertureValus 5.7
259 [EXIF] SubjectDistance 0.13 m
30 [EXIF] Heteringiode Multi-segment
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FE\ Amped Authenticate
File Tools View Help

f“ . Evidence Image: | ChUsershUser\Desktoptvideo class\Amped Authenticate\PHY 30 201%4.2.pg

' EXD3 K N3O 2

Size: 4928x3264, JPEG, C: 98%, Camera: NIKON CORPORAT... N

Reference Image: |

EX3 K4 r Mmoo BBF

o
o -
Fitters [d  Mame Evidence Image Value Reference Image Value
b &7 [IPTC] CodedCharacterSet UTF:
NOXO|dh=|HdE O
Vieual | N L2} [IFTC] CodedCharacterSet UTFE3
- W I5UE I'lSPECtIﬂI'I 4]
File F t (3] [IFTC] EpplicationRecordVersion a
- I rorma
g FiIeAnaI],fsis 70 [IFTC] DateCreated 2015:05:01
JPEG Structure 71 [IFTC] TimeCreated 23:07:20400:00
- Hex Viewsr 72 [Bhotoshop] IFTCDigest £d761£93a825113c85455980313£319c7
. Hex Strings 72 |[Photoshopl ZResolution 200
m T4 [FPhotoshop] DisplayedUnitsi inches
. JPEG QT 75 |[Photoshop] YResolution 300
. JPEG HT T& [Fhotoshop] DisplayedlUnitsY inches
.. Social Media ldentification 77 | [Photoshop] PrintStyle Centered
[+ Thumbnail 72 | [Photoshop] PrintPosition oo
- Global Analysis 7% |[Photoshopl PrintScale 1
- DCT Plot 80 | [Dhotoshop] Clokalingle 20
- JPEG Ghaosts Plot % | 31 [Photoshop] Globaliltitude 20
Project 22 [Fhotoshop] URL List
i 83 [Photoshop] 5liceszroupName 03
vXEIDEHE®
24 [Fhotoshop] HumSlices 1
a5 [Photoshop] PixelBspectRatio 1
=1 [Fhotoshop] FhotoshopThumbnail {Binary data €713 bytes, use -b option to extr
27 [FPhotoshop] HasBealMergedData Yes
e [Fhotoshop] Writerllame Zdoke Photoshop
23 [Fhotoshop] ReaderName Zdobke Photoshop C55
a0 [Fhotoshop] Fhotoshopfuality 12
51 [Fhotoshop] FhotoshopFormat Progressive
52 [Photoshop] ProgressiveScans 3 Scans
33 [EME] HMPToolkit R2dobe ¥MP Core 5.0-cOg0 £1.134777, 2010/02/12-
94 [EME] ModifyDate 2015:08:22 15:1%:274+05:30
CEEENDSIDITRTT e D 2T BRI 55 | [XMP] CreateDate 2015:05:01 23:07:20.40+05:30
1 [¥MP] CreatorTool Ldobke Photoshop C55 Windows

€
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Fﬂ\ Amped Authenticate

File Tools View Help

Evidence Image: | ChUsershUser\Desktoptvideo class\Amped Authenticate' PHY 30 201943.jpg

EXD KA WM RO

=
L

Sizer 326440928 JPEG, Cp 985, Camera: NIKON CORPORAT... N

Reference Image: |

EXME K4 Mmoo BF

Fiters

OXO|P=|HEO

- Vlisual Inspection
- File Format

= File Analysis

- JPEG Structure
- Hex Viewer

-- Hex Strings
.NEEEE{I[

- JPEG HT

- Social Media [dentification
- Thurnbnail

- Global Analysis

- DCT Plot

- JPEG Ghosts Plot

Project

rXE NS

Select @ bookmark to view and edit the description.
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Mame
[EXIF]
[EXIF]
[EXIF]
[EEIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EEIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EEIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EEIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]
[EXIF]

ImageWidth

ImageHeight
BitsPerSample
FhotometricInterpretation
Make

Model

COrientation
SamplesPerPixel
HResolution
¥Resolution
ResoclutionUnit
Software

ModifyDate
¥CbeCrPositioning
ExposureTlime

FHumber
ExposureProgram

I50

SensitivityType
ExifVersion
DateTimelriginal
Createlate
ComponentsConfiguration
CompressedBitsPerPixel
ShutterSpeedValue
EpertureValue
ExposureCompensation
HMaxBpertureValue
SubjectDistance
MeteringMode

Evidence Image Value
32¢4

4528

288

REE

WIEON CORPORATION
WIECN D7000
Horizontal (normal)
3

300

300

inches

Zdobe Photoshop C55 Windows
2015:08:22 15:30:10
Co-sited

15125

5.8

HManual

250

Recommended Exposure Index
0230

2014:12:08 02:42:51
2014:12:08 02:42:51
¥, Cb, Cr, -

4

17125

5.8

+2/3

3.7

0.45 m
Multi-segment

Reference Image Value



FE\ Amped Authenticate
File Tools View Help

Evidence Image: | ChUsershUser\Desktoptvideo class\Amped Authenticate' PHY 30 201943.jpg

EX@A KA M ARO

s
L o

Size: 3264x4928, IPEG, C: 98%, Camera: NIKON CORPORAT... N

Reference Image: |

EX@A KA MY BF

Fiters

AX 0| = dE O

- Visual Inspection
- File Format

= File Analysis

- JPEG Structure
- Hex Viewer

- Hex Strings
.NEEEE{I[

- JPEG HT

- Social Media |dentification
- Thurnbnail

[=- Global Analysis

- DCT Plet

- JPEG Ghosts Plot

Project

vXEIDNEHE®

Select a bookmark to view and edit the description.

Id

70
71
72
73
74
75
TE
77
78
75
aa
21
g2
23
24
g5
1
a7
a8
25
a0
31
52
33
34
a5
3E
37
a8

aon

€

Mame

[IFTC]
[IFTC]
[IFTC]
[Fhotoshop]
[Photoshop]
[Fhotoshop]
[Fhotoshop]
[Photoshop]
[Fhotoshop]
[Fhotoshop]
[Photoshop]
[Fhotoshop]
[Fhotoshop]
[FPhotoshop]
[Fhotoshop]
[Photoshop]
[Fhotoshop]
[Fhotoshop]
[Photoshop]
[Fhotoshop]
[Fhotoshop]
[FPhotoshop]
[Fhotoshop]
[Photoshop]
[¥MP]

[EMP]

[¥MP]

[¥MP]

[#MP]

FrmETLY

EpplicationRecordVersion
DateCreated
TimeCreated
IFTCDigest
ZResoclution
DisplayedlUnitsX
YResolution
DisplayedUnitsY
PrintStyle
PrintPosition
PrintScale
FlokalAngle
ElobalBkltitude
URL_List
5licesErouplames
HumSlices
PixzelBspectRatio
FhotoshopThumbnail
HasRealMergedData
WriterMName
ReaderName
Photoshopluality
FhotoshopFormat
ProgressiveScans
EMPToolkit
ModifyDate
CreateDate
CreatorTool

Hetadatalate

T e = Tm S

Evidence Image Value

a

2014:12:08
02:42:514+00:00
dE24d82073£a71le%a05lect45e185424d
300

inches

300

inches
Centered

oo

1

42545€7238

30

oz
1
1

({Binary data 5837 bytes, use -b option to extr

Yes

Zdobe Photoshop

Zdoke Photoshop C55

12

Progressive

3 Scans

Rdobe XMP Core 5.0-c080 €1.134777,
2015:02:22 15:30:10+405:30
2014:12:08 02:42:51.30+405:30
Zdobe Photoshop C55 Windows
2015:08:22 15:30:10+405:30

1A 1A Efm - T,

2010502712~

Reference Image Value




IMAGE AUTHENTICATION

>RE )
digital images pertine
from Hon'ble family court, Kadapa for
forensic examination.
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For Your Attention




